
DOWNLOAD THE FULL REPORT AT:
https://cloud.connect.isc2.org/cyberthreat-defense-report

LICENSED TO ISC2
Copyright © 2024, CyberEdge Group, LLC.
All  rights reserved.

https://cloud.connect.isc2.org/cissp-ultimate-guide

https://www.isc2.org/training/cissp-training https://www.isc2.org/training/cissp-training

HOW ISC2 CAN HELP
ISC2 CISSP® certification is globally recognized as the gold standard in 
cybersecurity. It provides the assurance that cybersecurity teams are 
prepared with the advanced technical skills and knowledge to expertly 
secure critical assets and stay in front of emerging cyberthreats. Learn 
how to earn it in The Ultimate Guide to the CISSP.

ISC2 Official Training is a proven way to build both the knowledge and 
confidence essential for CISSP success. Explore our flexible options 
Online Self-Paced and Online Instructor-Led.

THE ROLE OF TRAINING AND CERTIFICATION
IN CYBERTHREAT DEFENSE

HIGHLIGHTS FROM THE REPORT:
Almost nine of ten survey respondents agree that security training helps them 
do their jobs better

Cybersecurity training and certification were rated the #1 way to improve job 
satisfaction and employee retention for cybersecurity professionals

The shortage of skilled IT security personnel is easing slightly, but is still at 
near-record levels. Cybersecurity training upskills current employees so they 
can take on more demanding roles, reducing the need to recruit outsiders for 
those jobs.

THE VALUE OF IT SECURITY TRAINING

Almost 90% or respondents agree that IT security training helps them do their jobs better

Describe your agreement with the following statement: 
“Classroom and/or online IT security training have helped me better protect my organization and/or my customers’ 
critical assets.”

Somewhat or stongly disagree

Neither agree or disagree

Stongly agree

Somewhat agree

3.0%

41.5%

45.7%

9.8%

HOW TO IMPROVE JOB SATISFACTION

The top four ways to improve job satisfaction and employee retention
in the organization’s cybersecurity organization: 

THE HIRING GAP IS CLOSING – SLOWLY

Increased 
compensation

Cybersecurity training 
and certification

Job performance 
recognition / awards

Work schedule 
flexibility

IT security
administrator

IT security analyst /
operator / incident

responder

IT security
architect /
engineer

IT security /
compliance

auditor

Application
security
tester

DevSecOps
engineer

Risk/fraud
analyst

35.4%

32.4%32.3%

26.1%25.6%25.0%24.6%

2021 2022 2023 2024

84.1%

87.0% 86.6%
85.8%

Percentage of organizations experiencing 
a shortfall in at least once role

Percentage of
organizations experiencing a
shortfall of skilled IT security 

personnel, by role

ARTIFICIAL INTELLIGENCE (AI) EXPECTED TO BOTH
STRENGTHEN AND CHALLENGE CYBERSECURITY TEAMS 

Cybersecurity professionals expect
AI to help them improve their ability to:

Cybersecurity professionals expect 
AI to help threat actors:
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THREATS THAT MOST WORRY SECURITY TEAMS
Concern about cyberthreats (Scale of 1-5, with 5 highest)

Malware (viruses, worms, Trojans)

Ransomware

Advanced persistent threats (APTs) / targeted attacks

Web application attacks (SQL injections, cross-site scripting)

SSL-encrypted threats

Attacks on brand and reputation in social media
 and on the web

Denial of service (DoS/DDoS) attacks

Insider threats / data exfiltration by employees

Account takeover / credential abuse attacks

Phishing / spear-phishing attacks

3.89

3.87

3.81

3.80

3.73

3.75

3.70

3.68

3.67

3.66

2024
CYBERTHREAT
DEFENSE REPORT
CyberEdge Group’s tenth anniversary edition Cyberthreat 
Defense Report reveals how IT security professionals perceive 
the security posture of their organizations, the challenges they 
face in establishing effective cyberthreat defenses, and the 
plans they have to overcome those challenges. Read on to 
learn about some of the key findings from this year’s report.


