Cloud security skills can take your
career to infinity (and beyond)

The cloud security landscape

Cloud computing is omnipresent. Companies are
rapidly migrating workloads from their on-premises
data centers to the cloud, utilizing new technologies
such as serverless, containers and machine learning
to reap the benefits the cloud is delivering: flexible
capacity and scalability, improved availability, and
increased agility.

With constant access to content, apps and devices

- all seamlessly connected to each other, without
disruption - cloud computing is an inextricable part
of our everyday lives. A recent report by Thales’
75% of globalorganizations surveyed say more than
40% of their data stored in the cloud is classified

as sensitive, up 9% fromthe year before. More

than a third (38%) rank Software as a Service (SaaS)
applications as the leading target forhackers, closely
followed by cloud-based storage (36%).

Indeed with the adoption of cloud computing,
organizations are faced with new challenges and
concerns.Among them, security remains a key
issue.? In fact, 95% of cybersecurity professionals
confirm they are at least moderately concerned
about cloud security.

With more cyberattacks targeting cloud workloads,
organizations need to become more confident
about their cloud security posture. All industries

and sectors are hiring cloud security accredited
professionals to address the challenges of the
expanding threat landscape.

But adoption of effective cloud security does not
come without barriers. The 2023 Cloud Security
Report reveals the biggest challenges organizations
face are not related to technology but to people
and processes. The survey indicates staff expertise
and training (53%) is the biggest barrier, followed by
budget challenges (44%), data

privacy concerns (38%), and regulatory compliance
requirements (36%).

According to the 2023 Cybersecurity Workforce
Study, despite the workforce gap - and demand

for their expertise - continues to grow. The global
workforce gap grew by 13% from 2022 which means
that in 2023, there are nearly 4 million cybersecurity
professionals needed worldwide.?

Rethinking security in
cloud environments

Cloud is convenient, but it can also become a
vulnerability. The cloud security skills gap means
companies are scrambling to fill cloud security
positions. The most popular approach among
organizations is to invest intraining and certification


https://www.cybersecurity-insiders.com/2023-cloud-security-report/
https://www.cybersecurity-insiders.com/2023-cloud-security-report/
https://www.isc2.org/research?queryID=9782727ad789059297ad905576d8c197
https://www.isc2.org/research?queryID=9782727ad789059297ad905576d8c197
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for their existing IT and information security
staff (63%). This helps to bridge the skills gap
and empowers employees to better handle the
unique security challenges that arise in the
cloud environment.*

Professionals need to rethink security, as cloud
services, platforms and environments are adopted
by more and more by organizations. Employers
face challenges in locating individuals capable of
managing converged infrastructures that blend
traditional and cloud systems into a coherent
networked environment. Security professionals
must ensure a holistic and effective approach to
cloud security.

To successfully protect the organization,
practitioners must reconsider security to include
key components in the cloud:

» Data

» Users

» Applications
» Connectivity

» Infrastructure

Cloud security professionals should govern and
protect all cloud components to avoid security
gaps, keeping users and data safe. To achieve that,
practitioners need to:

» Secure access to web content and cloud apps
for any user, anywhere, and on any device

» Have visibility and control across the
organization to drive cloud security strategy

» Safeguard data as it moves to and from
the cloud

» Enable direct-to-cloud connectivity for users
and sites without backhauling

» Optimize infrastructure and workflow

» Protect against advanced threats, including
zero-day exploits

A common trap practitioners fall for is using
traditional security practices and tools to safeguard
cloud workloads. Unfortunately, most legacy
security tools are not designed for the dynamic,

distributed, virtual environments of the cloud and
that ramps up risk. Close to half (43%) of cloud
security professionals say public cloud is at higher
risk than on-premise environments.®

Barriers to cloud-based security are primarily
people- and process-related. The lack of staff
expertise and training (53%) remains the highest
barrier, followed by budget challenges (44%) and
data privacy issues (38%). The persistent shortage
of qualified talent is also the most significant barrier
to faster cloud adoption (37%), followed by legal
and regulatory compliance issues (30%) and data
security and leakage risks (29%).6

Organizations are increasingly investing in hiring
or training security professionals to address these
vulnerabilities. With such a high demand for cloud
security professionals, demonstrating a sound
understanding of cloud security principles and
practices opens a wide variety of prospects and
promises a bright future.

Cloud security skillsets

Protecting an organization's assets in the cloud
from configuration errors and external threats

is not an easy feat. Cybersecurity professionals
must know how to plan and implement security
strategies to reduce risk and enhance protection;
understand legal and ethical issues associated with
information security, privacy and digital rights; and
have core knowledge surrounding cloud computing
and security best practices.
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A solid foundation of technical skills and contextual
understanding of threats in the cloud are
particularly necessary because attacks cybersecurity
professionals encounter today are the result of
adversaries exploiting yesterday’s poorly designed
systems and vulnerabilities. Someone with a strong
foundation will be able to understand the potential
of emerging attacks in cloud and guide security
teams to mitigation. Without this foundational
knowledge in cloud security, the practitioner might
be able to survive on a daily basis, but there’s no
guarantee that they will be able to respond to a
security incident.

Because cybersecurity is such an in-demand

field, professionals choosing this career path

have a bright future. According to the Bureau

of Labor Statistics,” the cybersecurity industry is
expected to grow by 32% until 2032, compared
with the 3% growth rate across all industries.
Moreover, according to some estimates,® the global
cybersecurity workforce will have more than 3.5
million unfilled positions through 2025.

As organizations continue to value security, and

as adversaries continue to challenge the integrity
and confidentiality of data in the cloud systems

and the security measures in place to protect them,
the cybersecurity industry will continue to need
skilled professionals. A solid understanding of cloud
security is a great asset for any individual, because
they can differentiate from their peers and develop
more career opportunities.

The shared responsibility model

The need for skills and foundational knowledge

of cloud security is underpinned by the fact that
cloud security functions are a shared responsibility
between the cloud providers and the organization
using them. Whether you are using laaS, PaaS, SaaS
or a mix of platforms, major cloud vendors such as
AWS,° Azure™ and Google Cloud" dictate that cloud
security follows a shared responsibility model:

» Cloud providers are responsible for the
security of the cloud

» Cloud customers are responsible for the
security in the cloud

Cloud providers are responsible for protecting

the infrastructure that runs the services they

offer. This infrastructure comprises the hardware,
software, networking and facilities that run cloud
services. On the other hand, cloud customers
assume full responsibility for the data they store on
cloud platforms, their applications and operating
systems, updates and security patches, as well as
the network and firewall configuration. In addition,
customers are responsible for the identity and
access management controls they implement to
authenticate and authorize access to the data, and
for the encryption of the data at rest and in transit.

The shared responsibility model is the foundation
of cloud security. Cloud security professionals need
to have a solid understanding of their roles and
responsibilities. Having a false understanding of
their level of responsibilities in the cloud can lead
to misconfigurations and poor security controls.
Cloud workloads are entry points to organizational
networks and bad actors are eager to exploit any
gaps in the cloud security posture.
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Figure 1: The Shared Responsibility Model
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Technical skills

Security professionals need to have the right mix
of technical and nontechnical skills to thrive in
cloud security. While the technical skill set proves
you have the foundational knowledge to apply
best practices for securing cloud environments,
the nontechnical skills enable cloud security
professionals to emerge as true leaders no matter
their position in an organization’s hierarchy.

Technical skills cover a wide breadth of knowledge.
To begin with, the cloud security professional
should understand the cloud computing building
blocks, such as definitions, roles and technologies.
In addition, they should possess a foundational
knowledge of the relevant security and design
principles for cloud environments, such as
cryptography, access control, virtualization security
and vendor lock-in.

Furthermore, they need to have the knowledge

to implement data discovery and classification
technologies relevant to cloud platforms and to
design and apply data protections for personal

and sensitive data in the cloud to meet regulatory
compliance requirements, such as GDPR, HIPAA
and CCPA. The cloud security professional will have
to identify and classify critical information and plan
and execute datacentric measures to eliminate or
reduce the potential of adversary exploitation.

In addition to protecting the data in the cloud,
security professionals need to have knowledge of
the risks and threats to the cloud infrastructure
components - both physical and virtual - and the
controls to mitigate these threats.

As organizations depend on cloud applications to
deliver services, security professionals will also need
to focus on ensuring the security of these apps,
understand the concepts of software assurance and
validation, and verify the security of the software
using applicable controls.

Finally, the cloud security professional should be
aware of the various ethical and legal constraints
and techniques to be able to determine a criminal
act and safeguard the integrity and confidentiality of
the data in the cloud.

These cloud-specific technical skills can assist cloud
security professionals in meeting both business and
security requirements in any industry vertical or
regulatory framework.

Nontechnical skills

In addition to technical skills, nontechnical skills
are also important for the professional who wishes
to excel in the field of cloud security. The ability

to solve complex problems is critical and helps to
analyze issues properly, clearly convey technical
issues with colleagues and drive quick conclusions.
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Making effective business and security decisions
is also a core value for all professionals in modern
business environments.

Security professionals need strategic thinking to
lead business operations, observe trends, balance
between long- and short-term objectives, and

set priorities. In addition, they need to be able

to communicate effectively and advocate cloud
security principles and best practices. With an
abundance of available solutions and technologies,
being able to select and implement fit-for-purpose
technologies and reap all their benefits is equally
important.

In a constantly changing global and business
environment, professionals must be flexible to
adapt to the changes, and they need to have a
holistic view of the environment, abstracting from
technical details and viewing operational business
objectives as an entity.

Cloud security knowledge
to boost your career

To gain the specific skill set required for building a
solid foundation as a cloud security professional,
industry training and certification create a proven
path to success. Cloud security training specifically
focuses on the operational knowledge you need to
configure the platform and avoid costly mistakes.
Certification broadens the knowledge and provides
you with the big picture about cloud computing and
security.

A cloud security certification will help you
understand concepts like legal compliance, roles
and responsibilities, and alignment of security
objectives with the organization’s goals. The
knowledge acquired through a certification process
coupled with your background and experience can
boost your career to new heights.

Benefits to your career at any stage

The knowledge and skills earned by holding a

cloud security certification are important at any
stage of your career. Whether you are at an early
development stage, transitioning from IT, changing
your career path or a senior executive, there is a lot
to learn about this fast-evolving technology.

Cloud security is such an integral part of business
operations, the structured and disciplined
knowledge earned while pursuing a cloud security
certification can only enhance your prospects
among the thought leaders in your organization.

Establishing a career path

As you build your career, cloud security certification
will help you become a valuable asset to your team
and manager. The right credential enables you to
translate and implement effective cloud security
policies into well-established, robust practices and
solutions to protect the organization’s data from the
prying eyes of cybercriminals.

Building your career as Cloud Security
Specialist

On the other hand, if you have already worked to
establish a career as a prominent and proficient
IT or security practitioner, the cloud security
certification will arm you with the unique cloud-
specific knowledge and skill set professionals are
increasingly required to have. This disciplined
knowledge will assist you to align business
objectives with security solutions and be an enabler
of increased productivity and success.

Achieving mastery of the cloud

As a security expert, the foundational knowledge
gained from a cloud security certification can help
you develop strategies to drive your organization
forward to innovation and success. Understanding
how secure cloud computing can propel your
organization to increase business revenue will assist
you to make the right decisions and align you to be
a leader in your company now and in the future.
With cloud security job openings at a record

high and growing, there has never been a more
advantageous time to earn your cloud security
certification.
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With countless benefits presented by pursuing a
cloud security certification, the challenge now is to
select the one which will satisfy all your needs.

Command the cloud with CCSP

The ISC2 Certified Cloud Security Professional
(CCSP) is the credential that can take your career
to the clouds and beyond. CCSP is the benchmark
of cloud security certifications and is repeatedly
recognized as the most valued and well-rounded
cloud security certification available.'

Pursuing CCSP certification benefits practitioners
and gives them the competitive advantage in an
increasingly competitive landscape. The CCSP is
authoritative and exemplifies the commanding
leadership essential for ensuring that cloud security
is holistically incorporated into every cloud solution,
utilizing a vast knowledge base and a disciplined
skill set.

A vendor-neutral certification

CCSP is a vendor-agnostic certification, ensuring
certified practitioners have the security knowledge
to successfully secure any cloud environment.

With more organizations opting for vendor-neutral
cloud security solutions to avoid vendor lock-in,
the neutrality of CCSP certification is a great bonus
for cloud security practitioners seeking to apply
effective controls, policies and configuration best
practices over a variety of platforms. The biggest
advantage of a vendor-neutral certification is it
gives the practitioner a balanced approach and
knowledge base of all aspects of cloud computing

security, including the advantages and limitations of
these technologies. In contrast, vendor certifications
provide training only for their own platforms, which
limits the scope and applicability of the knowledge
gained.

Even if you already hold a vendor-specific
certification, you can still pursue CCSP credential
to build the end-to-end foundational knowledge
needed for effective cloud security. CCSP can
extend your skills and allow you to apply your
security expertise to multiple cloud computing
environments, demonstrating competence in cloud
architecture, design, operations, data security, risk
and compliance. The vendor-neutral knowledge
gained by achieving CCSP certification ensures
your ability to protect sensitive data in any cloud
environment.

A market differentiator

The unique criteria of earning the CCSP has elevated
it to a standard that allows it to be identified as the
premier cloud security certification. With numerous
reasons identified as its differentiator, giving it an
unsurmountable advantage when compared to
other certifications, it also presents its certification
holders benefits that give them the competitive
advantage in an increasingly competitive landscape.

Competent knowledge. A CCSP is positioned as
a subject matter expert on cloud security, proving
proficiency to keep up with new technologies,
developments and threats.

Solid foundation. CCSP certification provides
the advanced knowledge and skills required to
establish cloud security best practices, evolving
technologies and mitigation strategies.

Career progression opportunities. CCSP
certification opens a variety of job opportunities
since almost all organizations now operate to
some degree in the cloud and robust cloud
security posture is a key factor to allow them to
innovate and gain competitive advantage.



Cloud security skills can take your career to infinity (and beyond)

Industry recognition. CCSP practitioners
expand their knowledge on cloud services and
their security through continuous professional
development with CPE activities, gaining
recognition from organizations who seek to
move securely to the cloud and innovate.

Increased compensation. CCSP certification
can help increase your earnings. Professionals
with a CCSP certification are ranked #13 on
the Certification Salary Survey list'3,

Professional credibility. CCSP certification
helps enhance professional credibility by
demonstrating commitment and dedication
to the cybersecurity profession. The certified
professional conveys knowledge and inspires
trust, improving their future marketability into
leadership positions.

Peer networking. Earning CCSP certification
enhances networking opportunities with other
certified and skilled cloud security professionals,
who can become an invaluable repository of
knowledge and information when the need
arises.

Blend new knowledge with business goals.
The knowledge gained through CCSP certification
helps professionals understand all areas of cloud
deployment and how cloud services and security
relate to business objectives, risk tolerance and
regulatory compliance. The alignment of cloud
technology and security with strategic business
goals is a market differentiator and a great
return on the certification investment.

Proof of understanding the cloud
environment. CCSP certification is proof of
understanding the technology behind cloud
platforms, which can help you make better
decisions for budgeting, staffing, organizational
structure and outsourcing.

Improved work performance. Understanding
emerging cloud technology and security
principles can help you improve your work
performance by leveraging all the benefits cloud
environments offer for enhanced collaboration.

Mentor the new generation. Tenured

pros can mentor the next generation of IT
security professionals based on knowledge
and experience of security collaboration and
integration. Passing on wisdom helps create
a security culture that fosters a robust cloud
security posture.

Earning the CCSP proves you are at the forefront
of cloud security. We asked CCSP-certified
cybersecurity professionals how they benefited
from earning this certification, and they said:

“One of the greatest benefits of completing the
CCSP was industry recognition by employers.
With a more significant number of organizations
undergoing modernization and cloud migration
efforts, there is a strong demand for cyber
professionals to secure these environments.
The CCSP prepared me to understand security
concerns surrounding various cloud deployment
and service models, which enabled me to create
a roadmap to overcome common challenges
during security control implementation.
Organizations moving to cloud environments
or consuming cloud services must be aware of
potential security risks. As a CCSP, I'm confident
in my ability to be the security advocate and
trusted advisor for securing cloud deployments.
—Hunter Sekara, CISSP-ISSAP, ISSEP, ISSMP,
CCSP, SSCP, CGRC, CSSLP

n

“Achieving CCSP helped enhanced my
professional credibility. It helped demonstrate
my commitment and dedication to the
profession and brings significant value to my
career including promotion opportunities.”
—Babatunde Falode, CISSP, CCSP
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“CCSP enables me to catch up with the new
generation of young IT professionals who
haven’t made the journey from the mainframe
to the cloud.”

—Paul Oor, CISSP, CCSP

How CCSP stands out

CCSP certification stands out among other cloud
security certifications for many excellent reasons.
Certification Magazine calls the CCSP “the most well-
rounded certification by far for the cloud protection
area” ' and has ranked it as the #2 certification
their survey respondents plan to earn. CCSP is the
only cloud security credential that requires cloud
experience. Candidates must have a minimum of 5
years' experience in IT, of which 3 years must be in
information security and 1 year in cloud security.

The versatility and neutrality of CCSP knowledge
has made it a credible qualification toward
internationally recognized cloud standards, such
as ISO/IEC 17024, 17788, 17789, 27017 and 27018.
Through a continuous professional education and
development scheme, CCSP-certified professionals
stay current on emerging threats, technologies,
regulations, standards and practices, ensuring
their ability to protect sensitive data in a global
environment.

CCSP gives your career the
competitive advantage

CCSP is an essential partner for you to excel in
cloud security at any stage of your career. With the
cloud security skill set earned, you will be able to
better manage the power of cloud computing while
keeping critical assets secure.

CCSP certification shows you have the advanced
technical skills and knowledge to design, manage
and secure data, applications and infrastructure
in the cloud using best practices, policies and

procedures established by ISC2. The structured
knowledge earned by holding CCSP certification

is a sure path to your career success and your
organization gaining competitive advantage in a
shifting global environment. CCSP certification can
take your career to infinity and beyond.

To learn more about how the CCSP credential can
help you gain expertise and advance your career,

visit https://www.isc2.org/Certifications/CCSP, and
download our 20 Tips for Secure Cloud Migration

eBook.

About ISC2

ISC2 is the world's leading member organization for
cybersecurity professionals, driven by our vision

of a safe and secure cyber world. Our more than
600,000 members, candidates and associates
around the globe are a force for good, safeguarding
the way we live. Our award-winning certifications -
including cybersecurity's premier certification, the
CISSP® - enable professionals to demonstrate their
knowledge, skills and abilities at every stage of their
careers. ISC2 strengthens the influence, diversity
and vitality of the cybersecurity profession

through advocacy, expertise and workforce
empowerment that accelerates cyber safety and
security in an interconnected world. Our charitable
foundation, - The Center for Cyber Safety and
Education™ helps create more access to cyber
careers and educate those most vulnerable. Learn
more and get involved at | For more information
about ISC2 visit our ISC2.org, follow us on X or
connect with us on Facebook and LinkedIn.
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